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1 HACTPOMKA RESIN PROFESSIONAL BEPCUM 4.X.XX ANSA PABOTbI NO
NMPOTOKOIJTY SSL

1.1 Cos3pgaHue Knro4yen

[ns co3gaHusa kntoyer BeIMONHUTE crnefyowmve AencTBUs:
1. YcraHosute nporpammy Microsoft Visual C++ 2005 — chann vcredist x86.exe, crneays
yKa3aHusIM MacTepa yCTaHOBKU.
2. YcrtaHoeuTe nporpamMmy Open SSL Light (32-bit) — dpann Win320penSSL Light-
1 0 _0d.exe, Criegys ykasaHusm mMactepa YCTaHOBKM.

3. CkonupyinTe Gannbl ssleay32.dll n libeay32.dl1 B Katanor

SRESIN HOME\win32.
4. B katanore S$RESIN HOME\keys co3ganTe KOHUrypauuoHHbIA ann ¢ UMeHem
openssl.cnf.
Hanpumep:

[ req ]

default bits

distinguished name

1024
reg_distinguished name

[ reqg distinguished name ]

C = 2 letter Country Code
C default = RU

ST = State or Province

ST default = Moscow

L = City

L default = Moscow

O = Organization Name

O _default = NCT

0]8) = Organizational Unit Name
OU_default = Marketing

CN = your domain name

CN default = www.smartcard.ru
emailAddress = an email address
emailAddress default = infol@smartcard.ru

5. Cospainite CEKpPEeTHbIN K.
Ona atoro B komaHgHoW ctpoke Windows nepenante B katanor S$RESIN HOME\keys, nocrne
Yero BbIMOSHUTE KOMaHAY:

c:\OpenSSL-Win32\bin\openssl.exe genrsa -des3 -out gryffindor.key 1024.
6. Cospante cepTudukar.

CywectByeT gBa cnocoba nonydeHusi cepTudmkaTa: camoCcTosTeNbHOE ero co3gaHme, nmodo no-

nyyeHve cepTudukaTa B cneymnanbHOM opraHu3daumm — ueHtpe ceptucmkaumm (LC).

MpumeyaHue.

Mpn ncnonb3oBaHun cepTudukata, CO34aHHONO CamoCToATENbHO, Gpay3ep He CMo-
)KET pacnosHaTtb ero nognucb n OyaeT BblgaBaTh NpegynpexaeHne. 3a UcknioveHnem

3TOro NpeaynpexaeHns, Taknue cepTudmkaTel paboTatoT NpaBuIbHO.

Bpaysep He MOXeT noaTBepanTb, YTO cepBep — TOT, 3a Koro cebsl BblgaéT, HO AdaH-

Hble, NepedaBaeMble Mexay Gpay3epom 1 cepBepoM, ByayT 3almngpPoBaHbI.

Ona camocToaTenbHoro cosgaHusa  ceptndmkata B KoMaHgHoW crtpoke Windows  BbinomHUTE

KomaHay:

c:\OpenSSL-Win32\bin\openssl.exe req -config ./openssl.cnf -new -key
gryffindor.key -x509 -out gryffindor.crt

Bam Byget npeanoxeHo npenoctaBUTb HEKOTOPYHO MHpopMaLuio o cepBepe (Hanpumep, HasBa-
HMe Bawewn opraHu3aumm). O6wee wumsa (CN) —aTo umsa Bawero gomeHa (Hanpumep,
www.smartcard. ru).

Ona nonyyeHus ceptudmkata ua LIC cosgainte 3anpoc Ha noanuce ceptudpmkata (CSR), ans ye-

ro BbINOJIHUTE KOMaHAY:

C:\Program Files\GnuWin32\bin\openssl.exe" req -new —-config ./openssl.cnf

-key gryffindor.key -out gryffindor.csr



Bam Bynet npeanoxeHo npegocTaBUTb HEKOTOPYHO MHpopmaLuuio o cepBepe (Hanpumep, Ha3Ba-
HWe Bawen opraHu3auuun). Ob6wee uma (CN) —ato uMMa Bawero JoMeHa (Hanpumep,
www.smartcard. ru).

Hanee cnegyet otnpasuTb csr-cpann B LIC (Hanpumep, VeriSigh nnn Thawte). B otBeT Bbl nony-
yuTe pamn gryffindor.crt.

MpumeyaHue.

Mpwn ncnonb3oBaHun cepTudmkata, nonydeHHoro ns LIC, npegynpexaeHvne B 6payae-
pax He nosiBNsAeTCS.

1.2 Hactpo#ika 3awmcpoBaHHOro CoeANHEHUA

[na HacTporkn 3amnMgpoBaHHOIO COeaNHEHNS BbIMNOMNHUTE cneaylolne encTBUS:
1. Tllomectute cepTndmkar B Katanor SRESIN HOME\keys.

2. OtTkponte pamn KoHdUrypauum resin.xml UM B y3ne <!-- SSL port
configuration: --> gobGaBbTe (M3MEHUTE) pasgen:
<http address="*" port="8443">

<openssl>

<certificate-file>keys/gryffindor.crt</certificate-file>
<certificate-key-file>keys/gryffindor.key</certificate-key-file>
<password>mnapoJsib, YyKas3aHHHN NOPpM CO3IaHuM kJoda</password>

</openssl>

</http>

3. BawwndpoBaHHOe coeguHeHne OyaeT opraHv3oBaHO 4epe3 mnopT 8443. Hanpumep:

https://localhost:8443/pws



