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1 BBEAEHUE

YTunuta nepcoHanusaumm aMuMTeHTa IssuerUtil.exe (ganee — ytunura) SBNAETCA KOMMOHEH-
Tom Cucmewmsbl «Petrol Plus», obecneuyunsaowmm reHepaumio ceptudmkaToB U 06MeH aaHHbIMy mexay OL,
LUeHTpom Bblgadn ceptudmkatoB (ganee — FleetCor CA) u nepco-6iopo (ganee — NB) B npouecce
HacTpOMKM W peanu3aumu npoueaypbl Bbinycka online-kapT TMnoB «l», «J» n «H». KapTbl AaHHbIX TUMNOB
ABMAIOTCA YHMBepcanbHbiMu (ganee — YK), T. K. UX MOXHO MCMOMb30BaTb M B KAYeCTBE TOMMMBHbBIX KapTbl
Cucmembl, n B KadecTBe 00bl4HbIX GaHkoBCkMX kapT EMV. NMpu aToM Ha Bcex aTanax pabotsbl ¢ YK (amuccus,
nepegaya vHdopmaumm, obenyxmsaHne) obecnedunBaeTcs BbICOKUIA YPOBEHb MHGOPMAaLMOHHOM Ge3onacHo-
CTu cTaHgapTa EMV.
B naHHOM pykoBOACTBE MPMBEAEHO ONMCaHWE CneayroLnX Npoueayp:
e  HacTpoWKa yTunuTbl (Cm. n. 2);
e pabota c ytunuTon (cm. n. 3, cTp. 8).
[Mopsigok HacTpoyiku nepcoHanmsaumm un Bbinycka YK onncaH B gokymeHte «Petrol Plus. Pl1. OL
(GononHeHue no modysito ONLINE)».

Tabn. 1 Cnucok TepMMHOB, onpeaeneHni n CoKpaLleHUn

AC —  aBTOPWU3ALMOHHLIN cepBep

B0 — 0a3a gaHHbIX

nB — nepco-6I0po — CTOPOHHSI OpraHmM3aumsd, OCYLLECTBSOLWAs NepcoHanu3auuio 1
BbINycK kapT EMV

ou — OonepaumoHHbIN LEHTP

no — nporpaMmmHoe obecneyeHne

YK —  yHMBepcarbHas kapTa

EMV — Europay MasterCard VISA — mexagyHapOAHbI CTaHgapT Ans onepauun no 6aH-

KOBCKMM KapTaM C 4Ynnom

FleetCor CA — LEeHTp Bbldaun cepTuukaToB aMuTeHTaM. BeinonHaeT gyHKuMn npoBepkn n nog-
nmcu cepTucukaToB SMUTEHTOB

HSM —  Hardware Security Module (annapaTtHbi KpunTorpacgudeckun mogynb)


https://ru.wikipedia.org/wiki/Europay_International
https://ru.wikipedia.org/wiki/MasterCard
https://ru.wikipedia.org/wiki/VISA
https://ru.wikipedia.org/wiki/%D0%91%D0%B0%D0%BD%D0%BA%D0%BE%D0%B2%D1%81%D0%BA%D0%B0%D1%8F_%D0%BF%D0%BB%D0%B0%D1%82%D1%91%D0%B6%D0%BD%D0%B0%D1%8F_%D0%BA%D0%B0%D1%80%D1%82%D0%B0
https://ru.wikipedia.org/wiki/%D0%91%D0%B0%D0%BD%D0%BA%D0%BE%D0%B2%D1%81%D0%BA%D0%B0%D1%8F_%D0%BF%D0%BB%D0%B0%D1%82%D1%91%D0%B6%D0%BD%D0%B0%D1%8F_%D0%BA%D0%B0%D1%80%D1%82%D0%B0

2 3ANYCK U HACTPOWKA YTUNUTbI

MpumeyaHume.

Pabota ytunuTbl NoAroToBKM AaHHbIX He TpebyeT npepbiBaHus pabotbl OL, wnw,
HaobopoT, 3anycka OLl. YTunuta MoxeT ObiTb 3anylleHa, kak u nobas gpyras npo-
rpamma, HernocpegcTeeHHo 13 OL (cm. gokymeHT «Petrol Plus. Pl1. OL»).

[na HacTponku yTUNNTLI BLINOMHUTE crneayouime 0encTBus:
1. 3anyctute dann IssuerUtil.exe. OTKPOETCA OKHO HACTPOMKM MapaMeTpoB MOAKMYe-
Hus ytunutel K B, OL, 1 HSM (cm. Puc. 1).

YTUAMTa NepcoHanM3aumuy SMUTeHTa / 4 Fleetcor E3 x|

BBoa napaMeTpoB NOAKJIOYUEHMIA

BeeauTe napaMeTpel NoAKAKYeHNA K B4 1 HSM,

—TapamMeTpel noAknoYeHna B4 OL

Basa AaHHbIX: |MAGICASH

MMaA Nonb30BaTENA: Ioc|

Mapone: |1

rTapaMeTpbl NOAKAKYEHHA K HSM

IE-Aapec: 192.168.144.237 loa: 1500

< Hazan Bnepea > B Ha4ano Bbixoa

Puc. 1. Hactpoinka napamMeTpoB NOAKMIOYEHUN

2. Beegute 3HaueHus criegyoLnMx NapameTpoB:

e Bobnactu «lMapameTtpbl nogknoyveHus B OL»:
o «Bbasa gaHHbIx:» — HasBaHue B[ ona nogkniovenns (Hanpumep, ans Ol 3HavyeHne no
ymonyaHuio — « MAGICASH»);
o «WMmsa nonb3oBartens:» — umMs nonb3oatensa B[], k KOTOPOMYy NMPON3BOAMTCS NOAKIHO-
yeHue (Hanpumep, ana Ol 3HavyeHne no ymonyaHnio — «MAGICASHS»);
o «[Maponb:» — naponb nomnb3oBartens ans nogknovenns k B, (Hanpumep, gna OL
3HaveHue no ymonvaHuio — «NCTMAGICASH5»).

e B obnactu «[MapameTpbl nogknodeHms K HSMy:
o «IP agpec:» — IP-agpec HSM;
o «[lopT:» — HOMep nopTa, Yepes KOTOPLIA MPON3BOANTCHA coeanHeHne ¢ HSM.

MpumeyaHwme.

Ecnu B cxeme B3anmogenctens amuteHTta c Nb ncnons3dyetrca HSM, ycTaHOBMNEHHbIN
Ha cTopoHe komnaHun «HKT CodbTeap», obMeH gaHHbIMKU yTunuTbl ¢ HSM gormkeH
BbIMOSHAETCA C UCMNOMb30BaHNEM 3alULWLEHHOrO KaHana cessn (OpenVPN). B atom
cnyvae napameTpbl noaknoyeHns kK HSM npegocTtaensiotcs cnyxbon 6esonacHoCTH
koMmnaHun «HKT Codpteap». Ecnm ncnonb3dyetca HSM, ycTaHOBMNEHHbLIN Ha CTOPOHE
3MUTEHTa, napameTpbl nogknoveHs kK HSM npepoctaensaoTca cnyxbon 6esonacHo-
CTU SMUTEHTA.

3. Haxmute Ha KHOMKy . Mpwn ycnewxom nogkmodeHun Kk B OLf n HSM oTkpoeTcs
OKHO BblbOpa pexuma paboTbl yTunuTel (cM. Puc. 2, ctp. 8). Ecnu noakntoyenne k B OLL nnm
HSM ycTaHOBUTb He yAanocb, MOSBATCA OKHO C COOTBETCTBYHOLIMM COOOLLEeHneM, Hanpumep:
«Owubka nodknoveHuss k B/]». Owmnbka MoxeT ObITb Bbl3BaHa CrneayLnMyM NPUYNHaMU:
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e obopygoBaHue oTkntodeHo. MNpoBepbTe BkMoyeHne HSM, a Takke BkntoyeHue K ¢ ycta-
HoBneHHon B[l knneHTa u BktoueHne cnyxobl BL;
e rapameTpbl MOAKMYEHNS BBEAEHbl HEKOPPEKTHO. [lpoBepbTe MapameTpbl U MUCNpaBbTe
oLnoBKy.
3HavyeHns napamMeTpoB MO YMOMYaHWIO 334al0Tca NyTEM pefakTupoBaHus davna ISU. ini, pacno-
NOXEHHOro B Manke ycTaHoBKN yTunuTbl. B daiine cogepkatca crieqylolme HacTpoeyHble napameTpbl:
e DB SID — Ha3BaHve B[;
e DB User — umsA nonb3osatens B[;
e DB Pass — Maposib nonb3osarens Ans nogknodenns K b;
e HSM IP — IP-agpec HSM,;
e HSM Port — HOMEp nopTa, 4epes KOTOPbIN MPOM3BOANTCA coeanHeHne ¢ HSM.
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3 PABOTAC YTUINUTON

Mocne 3anycka ytunutsel (CM. N. 2, CTP. 6) OTKPOETCHA OKHO Bblbopa pexuma e€ paboTbl (cMm. Puc. 2).

YTUAMTaA NepCoHanM3aLMi SMUTEHTA Copyright 20 y a x|

Bbibop pexxkma

BrifepuTe pesir paboTel YTHAMTEL.

emMbl pabioTel
% Boirpyska cepTHHKaTa 3MMTEHTA (Ha NoANMcs)
" TMpHeMKa NOANHCAHHOTO CepTHMKATA 3MUTEHTa
" Beirpyska sakasa & nepco-6ropo

= Hazan | Bnepea > I B Hayano Brixoa

MoakntodeH K OL eepcvn '7,00,0.0', 3MuTeHT: 4000, dunnan: 0. HSM: 192,168.144.237:1500

Puc. 2. Bbibop pexnma paboTbl yTUNUTbI

B okHe pacnonoXxeH nepekn4aresb «Pexnmbl pa60TbI», NO3BONAOLLNN Bbl6paTb OauH N3 cneny-

FOLLINX PEXNMOB paboThbl:
C nomoLubio nepekntovaTens «PexumMbl paboTbl» BblbeprTe HEOOXOOANMbBIN PEXUM U3 CreayoLLmX:

o «BbIrpyska ceptudpukaTta amuteHTa (Ha nognuck)» (cm. n. 3.1);
o «[lpuemka nognucaHHoro ceptudmkara asmuTeHTa» (cm. n. 3.2, ctp. 10);
o  «BbIrpyska 3akasa B nepco-6topo» (cm. n. 3.3, cTp. 11).
Bbibepute Tpebyembin pexxum paboTbl U HAXXMUTE Ha KHOMKY . OTkpoeTcsa paboyee OKHO
BbIGpaHHOro pexmma.

MpumeyaHue.

Mpn paboTe C yTMNUTOM CO3[alOTCHA >KypHanbl BedeHnsa onepaumi (log-dannel), co-
XpaHsieMble B Nanke Log, pacnofioXEeHHOW B KaTanore yCTaHOBKM yTUNMTLI. HasBaHue
darina xypHana mmeet cdopmat YYYYMMDDHHMMSSSSS (aata n BpeMs BbINOSIHEHUS
nepBoy onepaunn ¢ TOYHOCTbIO A0 ThICAYHBLIX AOMeN cekyHabl). 3annMcb B CO34aHHbIV
dhanin npekpallaeTcst nocne 3akpbiTUs YTUAUTHI.
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3.1 Bbirpyska cepTudmkaTa aMUTEeHTa

C nomoLLbio JaHHOW Mpolenypbl NPON3BOAUTCS reHepauus M Bbirpyska B dhasbl cepTudmkaTta u
Kroya aMUTEHTa MO 3anpocy Ha cepTudmkaumio, nogrotoBneHHomy B OLL (cm. gokymeHT «Petrol Plus. Pr1.
OL (dononHeHue no modynto ONLINE)»).
[nsa BbIrpy3ku cepTudukaTa SMUTEHTA BbIMOMHUTE CrieayoLne AenCTBuS:
4. B okHe Bbibopa pexvma paboTbl Bblbepute pexum «Bbirpyska ceptudmkata ammTeHTa (Ha
nognuce)» (cm. Puc. 2, c1p. 8). OTkpoeTca OkHO BbibOpa 3ampoca Ha cepTudukauuio
(cm. Puc. 3).

YTUNUTa NnepcoHany3ali SMATEHTa Copyright 2014 Fleetce n Eu ll

Bbibop 3anpoca Ha cepTdrKaL o

BrifepuTe Heobx0AWMBIN 3aNpoc Ha BEINYCK HOBOro cepTHdHMKaTa

Tekywwi dunman; 00,

Homep ceptudmkaTa l CpoK AEBHCTEMA l MepBbIA HoMep | MocneAHHi HoMep
2 06.2015 4000 000000 4000 000099
3 06,2015 4000 000000 4000 009799

< Hazaa II Bnepea > I B Hayano I Beixoa

Puc. 3. Bbibop 3anpoca Ha cepTucpmkaumio
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B okHe oTobGpaxkaeTca cnucok 3anpocoB, cdhopMmpoBaHHbix B OL. Ecnn B OL|, HeT HK1 ogHoro 3a-
npoca co crtatycom «Co3gaH», Ha 3KpaHe nosBuTCca cooblieHne « Cepmucbukamsbi aMumeHma

omcymcmeytomy.
5. Bblbepute HyxHbIN 3anpoc N HaxxmuTe Ha KHomky | Bnepen | OTKpoeTcsi OKHO 3aBepLueHust
onepauun (cm. Puc. 4).

YTUAMTa NepcoHanv3alui SMUTeHTa Copyright Z:Ii‘lvrff' :

3aBeplLLeHVe onepaLm

Onepauva saeeplieHa, Ana Nepexoaa K BelGopy pexvMa Haxmure "B Hauano",

CepTHMKAT YCNEWHO BbIrpyKeH

Brirpy:eH daiin 4000-000002.sip ]
BrirpyseH darin 4000-000002. hip

=

= Hazag Brepea > B Ha4ano I Bexoa |

Puc. 4. OkHO 3aBepLlueHUsA onepauumn BbIrpy3Ku ceptudumkara

Mo pesynbTaTam onepauuu B narnky YCTAHOBKU YTUMMUTLI BbIrPYXatoTca dainbl Kroya u ceprtu-
dmkaTa, umetoLLMe ngeHTu4YHoe Ms crnegyoulero gopmata: {EEEE } - { NNNNNN}, rae

o EEEE — HOMEp 3MUTEHTQ;

o NNNNNN — nopsiiKoBbI HOMep 3anpoca.

3.2 Tpuémka nognucaHHoro ceptudmkaTa IMUTEHTa

C nowmoLlLblo AaHHOW npoueaypbl npom3soauTcs 3arpy3ska B B[ OL nognucaHHoro ceptudumkara, no-
nyyeHHoro ua FleetCor CA (cm. gokymeHT «Petrol Plus. Pll. Ol (dononHeHue no modyrto ONLINE)»).
Ons 3arpyskun cepTudmkaTta BbINOnMHUTE cneayowmne AencTBus:
1. B okHe Bbibopa pexuma paboTbl Bbibepute pexum «lMprvemka nognmcaHHoro cepTudgukara
amuTeHTa» (cMm. Puc. 2, cTp. 8). OTkpoetcsa okHO Bblbopa (hanna cepTudukata sMUTEHTa

(cm. Puc. 5).
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YTunuta nepconanusaumn smutenTa  Copyright 2014 Fleetcor Eastern Europe (&

Bbibop daiina ceprudmkara

YKaxuTe NyTb K Gaitny ¢ NOANMCaHHbIM CEPTUOMKATOM SMUTEHTE

C:14000-000000.c00 E]

[ < Hasaa I[Bnepen> ]} B Hayano : Boixoa

MoaknioyeH k OL sepam '7.00.0.0', smuTeHT: 4000, dmnman: 0. HSM: 192,168, 144.237: 1500

Puc. 5. OkHoO BblGopa hanna cepTucpmkara aMUTEHTa

2. YkaxuTe nyTb K dpanny ¢ nognvcaHHbiM CepTUgUKATOM N HaXMUTE Ha KHOMKY | Bnepepg |.
OTKpoeTcAa OKHO 3aBepLueHns onepauuu (cMm. Puc. 6).

YTunuta nepconanusaumy smvtenTa  Copyright 2014 Fle

3aBeplueHue onepaimmn

Onepaums 3asepwena. [Ana nepexoaa K sxibopy pexuma HaxmuTe "B Hauano™,

CepTUMKET YCMEWHO 3arpyeH

<Hasan || Bnepea > [ B Hauano ][ Beixoa ]

MoakntoyeH k OL, sepam '7.00.0.0', smuTeHT: 4000, dunman: 0. HSM: 192,168, 144.237: 1500

Puc. 6. OkHO 3aBepLUeHUA onepauum 3arpy3ku ceptudukarta

3.3 Bbirpyska 3akasa Ha nepcoHanusauuio

C nomoLLblo AaHHOW NMpoLeaypbl OCYLLECTBIISETCS BbIrpy3ka 3aka3a Ha Bbinyck YK, cpopmmnpoBaHHo-
ro B Ol (cm. pokymeHT «Petrol Plus. Pl1. Ol (OononHeHue o modyrnto ONLINE)»).
[ns BbIrpy3kun 3aka3a Ha NepcoHanv3aumio BbiMoHUTE criegylowme AencTBus:
1. B okHe Bblbopa pexvma paboTbl BbibepuTe pexum «Bbirpy3ka 3akasa B nepco-6iopo»
(cm. Puc. 2, ctp. 8). OTKpoeTcs OKHO BblOOpa 3aka3a Ha nepcoHanuaauumio (cMm. Puc. 7).
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YTUAUTA NEepPCOHaNU3aLu1 SMUTEHTa Copyright 20114;]‘!@ ste x|
Bbibop 3aka3sa
BrifepHTe 33Ka3 Ha NEPCOHANM3ALMID
Homep sakasa | ®unuan | Mepcobropo | KapT
31 1] Mne 1 1
< Hasaa | Enepea > | BHa4ano | Bbrxoa

Puc. 7. Bbibop 3aka3a Ha nepcoHanu3auuio

B okHe oTobpakaeTcs cnmcok 3aka3os, chopMmpoBaHHbIX B OLL.
2. Bblbepute HyxHbIN 3aka3 M HaXMuUTe Ha KHoMKy | Bnepep | OTkpoeTcs OKHO 3aBepLUeHUst
onepauuun (cm. Puc. 8).
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Puc. 8. OKHO 3aBeplLueHMsA onepauum BbIrpy3ku 3akasa B b
dann 3akasa BbIrpy>kaeTcs B Nanky yCTaHOBKU YTUIUTBI.

MpumeyvaHus:

1. Ecnm B OL, HeT HM ogHoro 3akasa co ctatycoM «CdopmMmMpoBaH», B OKHE 3aBep-
LUeHUs onepaLmu noaBUTCa coobLueHne «3akasbl omcymemeyomy.

2. WHdopmauns 06 ncnonHeHun 3akasa COOEPXKUTCH B XKypHarne BbiMycka KapT, KO-
TopbI cbopmumpyeTcs B 1B B npouecce nepcoHanMsauun kapT, Bbirpyxaetcsa B dhann
n nepenaérca ammteHTy. Pann KypHana 3arpyxaetca B OL| B pydyHOM pexume
(cm. pokymeHT «Petrol Plus. Pll. OL (dononHeHue no modyrito ONLINE»).
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Bce nckntountensHele aBTopckme npasa npuHagnexat OO0 «HKT CodTteap».
MNepenava gaHHOrO AOKYMEHTa UMy NpaB Ha Hero TpeTbUM JMLaM, ero pacnpocTpaHeHne, paBHO U UCMOMb30BaHNe
NHbIM 0Bpa3om 6e3 nucbMeHHoro cornacus npasoobnagatens OO0 «HKT CodTeap» 3anpeLLeHbl



PykoBoacTBo nonb3oBatens (YTunura nepcoHanusaumm aMuTeHTa)

Pa3paboTtunk octaBnsieT 3a cobon npaBo BHOCUTL B Modysib n3aMeHeHns 6e3
npegBapuTENbHOrO YBEAOMIIEHUS NONb30BaTENs
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Bce nckntountensHele aBTopckme npasa npuHagnexat OO0 «HKT CodTteap».
Mepenaya gaHHOroO AOKYMEHTa UM MpaB Ha Hero TpeTbMM NuLaM, ero pacnpoCTpaHeHNe, PaBHO U NCMONb30BaHME
MHbIM 06pa3om 6e3 nnucbMeHHoro cornacusa npasoodbnagatens OO0 «HKT CodTeap» 3anpeLleHbl



